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OnelLogin and HealthStream Process Guide
Onelogin First Time User Registration

1. Navigate to https://genesishcc.onelogin.com from any web browser.

2. Log in using the Genesis username provided to you by your agency.

3. Enter the Genesis initial password that includes the following: Capitalized first name initial, lower case
last name initial, the last four digits of your social security number, two digit month and two digit date of
your birthday, # sign.

Example: John Smith
¥ /Powerback Last four of SSN: 1234
Date of Birth: 08/05/1990

Username, Email, Google account Password: JS1 2340805#

@genesishcc.c... Not you?

Continue

Forgot Password

4. Choose “Continue”
5. Upon initial setup the page to the right appears.

¥ /Powerback

2-factor authentication is required to

A secure your account.

Begin Setup

6. Choose “Begin Setup”’
7. Click the plus sign (+) next to one of the options on the page that appears. Note: You will be able to

add additional options within your OneLogin profile later on.

§ /Powerback

Select Authentication Factor

@ Onelogin Protect -+
=) OnelLogin SMS +
@ Personal Email +

) Authenticator i

8. Follow instructions for setup...
Option Descriptions
Onelogin Protect - Apple or Android authentication app
OneLogin SMS - This is a text feature that sends a pin code to your cell phone.
Personal Email - This is an email feature that sends a pin code to your personal email. Note: Work
email should never be used here because it requires MFA to work.
Authenticator - This allows you to use a 3rd party authenticator app such as Google Authenticator or
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Microsoft Authenticator to name a few.
9. This step assumes that the “OneLogin Protect” option was chosen in the previous step. This option is
recommended but all will work similarly.

¥ /Powerback

@ OnelLogin Protect

o Download and install OneLogin Protect
on your device

# Download on the GETITON
& App Store | I® Google Play

o When the app is installed, come back to
this screen and click Activate

Activate

Change Authentication Factor

10. If you do not already have the OnelLogin Protect app installed on your smart device, download and
install the “OneLogin Protect” app onto your smart device. Go to App Store for Apple or Google Play
for Android and search for the app.

11. Once the app is installed onto your smart device choose the “Activate” button.

12. A page with a QR code will appear on screen.

§ /Powerback

@ Onelogin Protect

iPhone & Android v

@ over oneon Pt
— e Scan below QR Code
Do not scan the QR o
code in this job aid! A
Scan the QR code on
your computer
screen.

Can't scan the code?

Change Authentication Factor

13. Choose the appropriate device type “iPhone & Android” or “Windows” within the browser.

14. Open the OnelLogin Protect app on your smart device.

15. Tap the plus sign (+) in the top right corner within the smart device app.

16. Using the OnelLogin Protect app and the camera on your smart device, scan the barcode that appears
within your browser window.
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Scan activation barcode

iPhone & Android
— @ Oven OneLogin Protect
DO nOt scan the QR e Scan below QR Code
code in this job aid! -
Scan the QR code on
your computer
screen.

Enter code instead >

17. Your device is now registered within your OnelLogin account and is ready to use for future logins.

18. Users must now choose and answer security questions. Answers will be used for password reset.
Users can add as many questions and answers as they like from the available list but 4 questions must
be chosen and answered. 2 questions will randomly be presented during the password reset operation.
Please note the tips to the right of the questions.

19. Under Question 1 select the desired question from the drop down list.

20. Once a question is chosen, provide the answer. Click on “Show” to verify the spelling.

21. Repeat these steps for at least 4 questions.

¥ /Powerback

Register Security Questions

Required Questions If there is a problem with your account, this information will
make it easier for you to log back in. Tips for your answers
to the security questions:

Question 1

« Do not use the same answer for multiple questions.
Where did you meet your spouse for the first time? (Enter full name of city only) v * Do not use a password as an answer.

« Answer a minimum of 4 questions

= Answers are not case-sensitive.

+ Special characters such as @#8&*. will be ignored

= Do not share your questions and answers with

anyone.

= Blank answers will not be accepted

Show

Question 2

What is your maternal grandfather's first name? v

Show

22. When complete click the “Submit” button at the bottom right corner of the page.
23. Your browser will now be directed to the OneLogin portal where you will be able to view all the
applications configured within OneLogin. It will look similar to the page shown below.
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§ /Powerback [ =]
Frequents Personal Company: Genesis HealthCare v
ARCTIC CAMEYO - “DIRECT ORACLE
= care data hub SUPPL s e
o DSSI. PEOPLESOFT
Arcticwolf Cameyo (VDI) care data hub DSS| - Spend Right Genfin
ORACLE
PEOPLESOFT ENTERPRISE 1) GenSTAR PointClickCare o o
HUMAN GAFITAL AN AGEMENT
Genserv GenStar GHC PCC Core - WORKIN GHC PCC EMAR - WORKI GHC PCC POC App - WOR

Reset Password

1. After completing registration and logging into OneLogin, click your name located in the top right corner
then click “Profile”.

Profile
Secure Notes

Log out

2. Select “Change Password” located on the left menu.
| Profile

Change Password ¢
Security Factors
Browser Extension

Recent Activity

3. Enter your current password (temporary password if you are a first time user). Enter your new
password.



OneLogin and HealthStream Process Guide
Change Password

Current password

........... Show

MNew password

Show

Strong passwords or passphrases are important for
security. Your password must use:

o Minimum 8 characters

& 1 Lowercase

& 1Uppercase
@ 1 Number
@ 1 Special character

4. Click Update Password when finished.
Accessing HealthStream

1. Please click the following link to access the HealthStream by logging into OneLogin:
https://genesishcc.onelogin.com/portal

2. Enter the Username information.

§ ' Powerback

Username, Email, Google account

Remember me

Continue

Forgot Password

3. Enter the password information.
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.1' Powerback

Username, Email, Google account

Not you?

Password

Continue

Forgot Password

4. From the “Frequents” tab or the “More Tabs: Everything”, select the HealthStream LMS box.

¢ Frequents More Tabs: Everything

Central R
S @sﬂw 15) GenSTAR

Central Intranst GenSERY GenSTAR
¥ . Net
M Gmail HealthStream ‘1 Health
GMail HealthStream LMS Net Health - COM

Navigating HealthStream

Genesis HealthCare Training

Dementia Training
1. At the top of the HealthStream screen, click “Catalog”.

Genesis x,

I
f

Connections My Team To Do Completed Profile Catalog Event Calendar Help
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Using the Search box, type “Hand in Hand Dementia” and click search.

Sale

3. Within the results, find the “CMS Hand in Hand Program” and click “Info”.

Results showing 1- 20 of 664

CMS HAND IN HAND PROGRAM
CURRICULUM |

4. Click on “Enroll” to complete the training modules to be completed: Module 1, 2, and 3 must be
complete.

(@) CMS HAND IN HAND PROGRAM

CURRICULUM ATUS: Not

€ Return to Search Results

CouUrses in this Curriculum

CMS Hand in Hand: Understanding the World of Dementia: The Person and the
Disease - Module 1 Praview
COURSE

CMS Hand in Hand: Being with a Person with Dementia: Listening and Speaking -

Module 2 Preview
COURSE

CMS Hand in Hand: Being with a Person with Dementia: Actions and Reactions -

Module 3 Preview
COURSE |

5. Click Start next to the first available course to complete.
COUrSses in this Curriculum

CMS Hand in Hand: Understanding the World of Dementia: The Person and the

Disease - Module 1

COURSE | STATUS: Mot Yet Started

Show additional information -

CMS Hand in Hand: Being with a Person with Dementia: Listening and Speaking -
Module 2 Preview Course
COURSE | STATUS: Not Yet Started

Show additional information -

CMS Hand in Hand: Being with a Person with Dementia: Actions and Reactions -
Module 3 Preview Course
COURSE | STATUS: Not Yet Started

Show additional information -
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6. The learning Activities for the available Module will appear. Click Start to begin each learning activity.

Lea”wir“g ACTIVItIes in this Course

Presentation - The Person and the Disease - Knowledge Check

Start
ONLINE | STATUS: Not Yet Started

Web - Introduction to Dementia
ONLINE | STATUS: Not Yet Started

Web - What is Dementia?
ONLINE | STATUS: Not Yet Started

Web - Types of Dementia
ONLINE | STATUS: Not Yet Started

Web - Understanding Persons with Dementia
ONLINE | STATUS: Not Yet Started

Attestation
TEST | STATUS: Not Yet Started

7. Follow the course instructions and view all content to complete each activity of the course.
8. The completed content will contain a green checkmark on the right side of the Course Activities.

CQUISes in this Curriculum
CMS Hand in Hand: Understanding the World of Dementia: The Person and the
Disease - Module 1

COURSE | STATUS: In Progress

Presentation - The Person and the Disease - Knowledge Check o
ONLINE | STATUS: Completed SCORE: 81 %

Web - Introduction to Dementia _
Start
OMNLINE | STATUS: Not Yet Started

Web - What is Dementia?
OMNLINE | STATUS: Not Yet Started

9. Complete all course activities within each of the three required Modules of the CMS Hand in Hand
Dementia Program.

Safe Resident Handling Training
1. At the top of the HealthStream screen, click “Catalog”.

Genesis '

Connections My Team To Do Completed Profile Catalog Event Calendar Help

2. Using the Search box, you will need to search and complete each of the following six Safe Resident
Handling Courses.
a. Safe Resident Handling: Mechanical Lift Overview — Clinical Staff
b. Safe Resident Handling: Active Transfers and Mobility — Clinical Staff
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c. Safe Resident Handling — Joerns Mechanical Lift Videos
d. Invacare Mechanical Lift Videos
e. EZ-Way Mechanical Lift
f. EZ-Way Sit-to-Stand Mechanical Lift Training
3. Click “Info” next to each course.

Results Showing 1- 20 of 206

Safe Resident Handling: Mechanical Lift Overview - Clinical Staff

Infa
COURSE | ACTIVITIES: Test, Video

Show additional information

4. Click “Enroll” to enter.

£ Return to Search Results

Learning ACtiVities in this Course

Mechanical Lift Training Recording - Clinical
VIDEO | STATUS: Not Yet Started EST. TIME: 10m

Assessment - Mechanical Lift Overview for Clinical Staff
TEST| STATUS: Not Yet Started EST. TIME: 14m

5. Click “View or Start” to complete each training presentation.
6. Follow the course instructions and view all content to complete each activity of the course.
I_ea"ﬂir“g Activities in this course

Mechanical Lift Training Recording - Clinical o
VIDEO | STATUS: Completed

Assessment - Mechanical Lift Overview for Clinical Staff

Start
TEST | STATUS: Mot Yet Started

7. The completed content will contain a green checkmark on the right side of the Course Activities.
8. Complete all activities within each of the six required mechanical lift courses.

Accessing the Transcript

1. Once all course activity and required training is complete, click “Completed” at the top of the home
screen.

Genesis il

Connections My Team To Do Completed Profile Catalog Event Calendar Help

2. Click “Print” then click “Continue”.

Connections My Team To Do Completed Profile Catalog Event Calendar Help

—_—
Wk 7 C alf S -'”:"CJFE) —_—
S ' - Print >

10
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Customize & Print
Choose a Range!
Last 12 months v
Sort By.
Date
Completions
All

Show Additional Options *

The transcript will appear with the completed courses listed. Click “Print” or “Export”. If you choose to
export, only the PDF version will be accepted.

E Student and Group Transcript Report

REPORT GENERATED: Jan 05, 2023, 9:09 pm ET

View Report Seftings
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